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The need for novel biometric-based
systems such as tongue identification
Hannan Latif

The term biometrics is derived from two ancient Greek
words ‘bios’ and ‘metron,’ which mean ‘life’ and ‘meas-
ure’ respectively. It involves the recognition of humans
based on intrinsic physical or behavioral traits that are
unique to individuals. Physical characteristics most used
as modes of identification include fingerprints, dental re-
cords, the iris, and facial recognition amongst others. On
the other hand, behavioral characteristics used for
identification purposes include voice recognition, hand-
writing, keystroke patterns, and there is even ongoing
research into gait patterns as a form of recognition.
However, identifying people via biometrics is never a
100% accurate. There have been a myriad of studies sug-
gesting this very notion. One study concluded that fake
fingerprints extracted from paper or even those made
from gelatin could potentially ‘fool’ fingerprint sensors
(Matsumoto et al. 2002). This false acceptance, or even
false rejection in some cases, is not unique to finger-
prints and is seen across several biometrics. Thus, it is
imperative to have a multi-modal system that can take
in several biometrics at a time to identify a person. This
will not only minimize chances of false or missed identi-
fications and fraud but will also enhance the accuracy of
correct identifications. Due to its uniqueness between
individuals, there is a potential for the tongue to be used
in such multi-factorial systems of identification.
Due to the growing need for new ways to identify

people, some researchers have looked towards the
uniqueness of the tongue and preliminary results suggest
that it could be as unique as fingerprints and that tongue
prints vary even in identical twins (Musa et al. 2014).
The tongue is the only internal organ that can be pro-
truded for inspection and it is well protected in the
mouth cavity, making it less prone to being reverse engi-
neered. The shape of the tongue along with the pattern
of the ridges on the tongue and its texture are unique to

individuals. Furthermore, these characteristics of the
tongue are thought to remain stable over time (Liu et al.
2007). All these characteristics of the tongue make it a
good candidate as a biometric tool. Jain et al. mentioned
various parameters that need to be fulfilled for a trait to
be considered a biometric (Jain et al. 2005):

1 Universality: every person should possess the trait.
2 Distinctiveness: each person should be unique for

the trait.
3 Permanence: the trait should remain relatively

stable over time.
4 Collectability: the trait should be easily measurable.
5 Circumvention: the trait should not be prone to

easy forgery or reverse engineering.

The tongue can be deemed a good model as a biomet-
ric since it fulfills all these parameters, particularly the
one regarding circumvention which is a problem with
existing biometrics such as fingerprints. The tongue is
less prone to forgery due to its well protected nature
and consent is needed for its inspection, which might
not be the case for other biometrics such as fingerprints.
One of the main questions regarding this novel mode

of identification is how to analyze it for such purposes.
A group of researchers has reported a 97.05% accuracy
rate in identifying people via their tongue by acquiring
images of the patterns on the tongue and comparing
pixel intensities of those images (Sivakumar et al. 2018).
By taking images of the tongue and converting them into
three-dimensional plots of the image’s pixels, the
researchers were able to obtain unique plots for each
tongue that was imaged. Another group of researchers
has suggested that the tongue might also exhibit sex-
ual dimorphism, which can aid in identification. The
same group of researchers also concluded that using
alginate to make impressions of the tongue resulted
in a 90% match rate when the alginate impressions
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were compared with the corresponding photographs
(Jeddy et al. 2017).
All biometric-based identification systems essentially

operate in the same manner. Firstly, they capture a bio-
metric sample. Then, they tune the sample after digital-
izing it and perform feature extraction or data set
creation within the system. The final step involves
searching and matching the input sample with known
samples in the database (a one to many comparisons,
which aims to identify the person) and providing a
matching score which indicates the similarity between
the samples. Alternatively, the input sample can also be
compared with only one other sample (a one to one
comparison, which verifies the identity of the person) to
determine if the input sample and the other sample in
question are the same (OECDiLibrary 2004).
However, as stated before, this system of identification

is not always accurate. Many studies have reported false
acceptance (FAR) and false rejection rates (FRR) of
several biometrics. The FAR is a probability that the sys-
tem incorrectly concludes a match between the input
sample and one already in the database (a measure of
the percent of incorrect matches from the total).
Whereas the FRR is the probability that the system fails
to match the input sample with one within the database
(a measure of the percent of failed matches from the
total). The lower these rates are, the more accurate the
identification system is. However, these systems are not
a 100% accurate (Conti 2017).
Table 1 shows that a system relying on one biometric

for identification is prone to errors. For example, it is in-
teresting to note that for fingerprints, which are
regarded as very good primary identifiers, systems rely-
ing on them could make about 1 false identification (the
FAR) for every 1000 fingerprints that are used for identi-
fication purposes. Hence, reliance on more than one bio-
metric decreases these error rates significantly (Ross and
Poh 2009). Conversely, the use of a multi-modal biomet-
ric system, which incorporates more than one biometric
for identification, helps in decreasing the FAR and FRR
rates significantly. Using multiple biometric identifiers in

such a system would result in a synergistic effect in de-
creasing the FAR and FRR error rates.
Biometric verification systems, which make use of bio-

metrics such as fingerprints, are highly reliable as com-
pared to other methods of identification such as
passwords or security codes because the former is harder
to forge while the latter might be prone to duplication
or forgetfulness. However, biometric-based systems are
prone to error and in recent times, there has been a
growing need to enhance security and privacy and
hence, there is need for further research into novel iden-
tification techniques that are characteristic of individ-
uals. The problem with biometric identification systems
and the comparisons they make to identify and verify an
individual’s identity is that the matching score between
samples implies a probability that the two samples are
the same. This probability is never a 100%. Hence, using
additional systems like identification via the tongue can
add to the confidence of correctly identifying an individ-
ual. Furthermore, a multi-modal system, which com-
bines several biometric technologies to find a match, will
also result in a decrease to system costs (Yun n.d.). In
the interest of enhancing security and privacy, the way
forward would be to build identification systems that
rely on multi-factor authentication. The use of the
tongue in such a multi-factorial system holds promise
due to its potential biometric nature. Additionally, if the
tongue is introduced as a biometric identifier in formal
settings, its potential use could also be introduced in fo-
rensic casework. As stated before, the tongue is relatively
protected within the mouth cavity and the unique char-
acteristics of the tongue tend to remain stable over time.
This means that it is possible to use the tongue for iden-
tification in forensic case work where all other measures
of identification are not available, such as in cases of de-
capitations. However, before incorporating the tongue as
a mode of identification in such systems, further re-
search is needed in the uniqueness of the tongue and its
use in identification systems.
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Table 1 Evaluation of the accuracy of various biometric
techniques (Conti 2017)

Biometric FAR range (%) FRR range (%)

Face geometry 0.001–1 10–20

Fingerprint 0.0001–0.001 3–7

Hand geometry 1 1–10

Iris scan ~ 0 1–10

Retina scan 0.01 1

Keystrokes 1 1–10

Voice 2–5 1–10
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