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Abstract

Background Proper investigation of digital evidence is of prime significance in cyber investigations. From the col-
lection of evidence, its preservation, and its analysis, it is important to maintain its integrity in the legal system due
to the involvement of different stakeholders like law enforcement agencies, digital analysts, and the judiciary. This
review paper focuses on how blockchain technology can be used to collect evidence efficiently.

Main text In the present scenario, the manual logs of the chain of custody are used to ensure that the evidence
remains confidential and transparent. It is accompanied by filling out the application forms and maintaining logs
within the organization handling the evidence. Hence, it is important to ensure the validity, integrity, and verifiability
of evidence as it moves through different hierarchical levels. There are certain issues associated with the current chain
of custody, such as evidence loss, theft, tampering, and, even worse, evidence manipulation inside the system.To
avoid this situation and to make the process coherent, this review paper aims to highlight the potential use of block-
chain technology to preserve chain of custody.

Conclusion Although this scientific technology is mainly used to run cryptocurrencies, with careful consideration
and application, this could play a key role in supporting and managing the chain of custody. It is a distributed data-
base that keeps track of blocks. These blocks are collection of entries that keep growing continually and are secured
from editing and manipulation by retaining the hash of the previous block in the chain. This is a decentralized tech-
nology that is not easily compromised in terms of security and therefore has the potential to solve our problem area.
A future research agenda needs to be established, which lays the solid foundation for further studies on this evident
emerging area.
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Background

In the legal system, evidence is utilized to convict a per-
son or prove his or her innocence. Therefore, it is criti-
cal that the evidence’s integrity and transparency must
be proven in court. Evidence collection should preserve
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three basic security properties: authenticity, reliability,
and refutation to ensure the admissibility of the associ-
ated evidence in a court of law (Ahmad et al. 2020).

With the rapid development in cybercrime in today’s
digital environment, the necessity of digital evidence
for the traceability of persons linked to cybercrime is
expanding. Digital evidence has its own set of issues in
terms of the chain of custody (Lone and Naaz 2017).

Digital evidence, or any evidence for that matter, must
pass through multiple divisions on its way from the
crime scene to the courtroom. To secure the security
properties, a chain of custody (CoC) is used to monitor

©The Author(s) 2024. Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the
original author(s) and the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or

other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line
to the material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory
regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/.


http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s41935-023-00383-w&domain=pdf

Patil et al. Egyptian Journal of Forensic Sciences (2024) 14:12

and document the chronological history of the evi-
dence (Giova 2011). In the present scenario, the chain
of custody (CoC) is maintained by keeping a logbook
with records of the names of agencies that handle the
evidence, which is a time-consuming and complicated
method and often prone to tampering with evidence.

Blockchain is an innovative, decentralized, and dis-
tributive solution to our predicament. Blockchain tech-
nology, which promises to improve data security, privacy,
and dependability, has recently piqued the curiosity of
academics and policymakers. For transactions between
multiple agencies, blockchain enables distributed and
immutable ledgers, tamper-proof records, and built-in
cryptographic capability (Valjarevic and Venter 2013).

Blockchain is a decentralized, immutable ledger that
facilitates the tracking of assets and the recording of
transactions within a network of an organization. In our
case, assets refer to the evidence. The blockchain is an
extensive chain of blocks that are linked together using
cryptographic techniques that make tampering practi-
cally a challenge (Liu and Seo 2018).

Blockchain is usually a lengthy chain of data packets,
called Blocks. Every single block is made up of several
transactions. Each new block contributes to the block-
chain, which is a complete log of transaction history (Bil-
lard 2018; Prayudi 2015). Blocks can be confirmed by
the network using cryptographic techniques. Along with
the transactions, each block also contains a timestamp,
nonce, and hash value. The hash value of each block’s par-
ent block and the entities link them together. This pro-
cedure contributes to the integrity of the blockchain by
utilizing the Genesis block (the first block in the chain).
The hash value is a one-of-a-kind integer that serves as
the block’s unique identifier (Ritzdorf and Soriente 2018).

The method of committing a crime has evolved over
time. If we investigate the ratio of cybercrime to conven-
tional crimes, the rate of cybercrime is rising exponen-
tially across the world. The cause of this has to do with
the increase in electronic gadgets and digitalization of
practically everything, whether it is processing online
payments through multiple portals or accessing one’s
government id (Tziakouris 2018). Block DEF is based
on a blockchain-based safe and scalable digital evidence
architecture (Tian et al. 2019). The solution stores the
evidence on a safe platform, and the data related to the
evidence is kept in the blockchain. This architecture,
which combines an effective name-based byzantine fault-
tolerant consensus algorithm with a mixed block format,
uses a lightweight blockchain (Cebe and Erdin 2018). The
service layer, blockchain layer, and network layer are the
three layers that makeup Block-DEF. Evidence-related
services are included in the service layer, blockchain-
related services and consensus protocols are included
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in the blockchain layer, and peer-to-peer networking is
the foundation of the network layer. Block-DEF uses a
multi-signature approach that uses random keys and cer-
tificated key pairs to maintain privacy and traceability
(Montasari and Jahankhani 2020).

Bonomi et al. demonstrated a blockchain-based chain
of custody (B-CoC) that is entirely based on a private and
permission blockchain. This was decided in accordance
with the CoC procedure, which prohibits unlicensed and
unknown parties from managing evidence. Three parts
make up B-CoC: the evidence database (a database con-
taining digital evidence), the evidence log (which con-
tains information on CoC and hashes on evidence), and
the front-end interface (which serves as B-CoC’s user
interface). The blockchain-based evidence log includes
details like the evidence ID, the evidence description, the
identity of the originator, and the ownership history (Li
et al. 2019). The court’s chief coordinator and lightweight
entities (such as forensic investigators) make up the peer-
to-peer network on which the evidence log is based. The
implementation process for evidence logs is broken down
into three stages: the private blockchain, the private net-
work, and finally the creation and deployment of smart
contracts on top of the blockchain architecture (Lone
Hamid and Mir 2017).

Billard et al. demonstrated that digital evidence is
maintained in a blockchain, which retains the evidence’s
information and is available to all licensed participating
parties. To enable relevant parties to assess the certainty
and relevance of digital evidence, an external data struc-
ture called Forensics Confidence Rating is utilized. The
Global Digital Timeline is another data structure offered,
and it is used to hold the chain of events connected to
digital evidence (Mezzour et al. 2018).

Ahmad et al. reviewed the use of blockchain-based
smart locks for physical evidence, which will be merged
via smart contract with a second blockchain that will
include the evidence’s metadata. The paper blockchain
is built on top of the Ethereum blockchain. Ethereum is
a decentralized, open-source blockchain platform that
enables developers to build and deploy smart contracts
and decentralized applications (DApps). It was proposed
by Vitalik Buterin in late 2013 and development began in
early 2014, with the network officially launching on July
30, 2015. Moreover, Ethereum introduced the concept of
smart contracts, which are self-executing contracts with
the terms of the agreement directly written into code
(Lone Hamid and Mir 2017). It splits the frame into 3
layers: (1) Evidence Layer, blockchain-based smart locks;
(2) Blockchain Layer, blockchain-based private Ethereum
fork; and (3) Network Layer, peer-to-peer communica-
tion. As compared to alternative consensus algorithm
implementations, preliminary evaluation of this research
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results demonstrates that the proposed framework can
handle realistic workloads while maintaining an accepta-
ble transaction throughput. By documenting the chain of
custody on an immutable network, blockchain protects
the integrity of evidence content and its admissibility in
court (Paradise 2017).

Burri et al. proposed a method for timestamping hash
values of evidence using an e-COC ledger administered
by a trustworthy organization. The gathering of evidence
should be carried out carefully in accordance with writ-
ten SOPs or manuals. CoC ledger employs blockchain
technology to prevent unauthorized changes. Moreover,
certain blocks are put into a secure public blockchain to
mitigate the impact of a hypothetical change to one block
of the e-CoC ledger, because the public blockchain ledger
is unalterable (Zou et al. 2019).

Prayudi et al. examined the issues encountered in the
digital chain of custody as well as the efforts of schol-
ars in giving solutions to these problems from diverse
perspectives. There are still several issues that must be
addressed before the digital chain of custody solutions
can effectively act as an aggregation mechanism for pro-
cessing evidence that will help law enforcement investi-
gations (Zhao 2019).

Main text

Lifecycle of digital evidence

The gathering of evidence should be carried out care-
fully in accordance with written standard operating pro-
cedures (SOPs) or laboratory manuals. Unfortunately, in
many instances, it is not followed in forensic investiga-
tions. In terms of who first comes into correspondence
with digital proof, the situation varies by country (Kumar
2021). There are specialized units (first reaction forces)
that are taught how to operate with this type of evi-
dence, whereas in some nations, this work is performed
by law enforcement personnel who do not have quali-
fied degrees but attained specialized training (Cosic and
Cosic 2012). The life cycle of digital evidence is extremely
complicated, and it is extremely vulnerable to tampering
throughout the entire cycle, from the crime location to
the courtroom. The following individuals may come into
touch with the evidence:

+ Law enforcement officers
» Forensic experts

» Suspects

» Victims

+ Eyewitness

« Media personnel

The first stage in the life cycle of digital evidence is
identification and collection. The exhibits are either
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collected by first responders or by forensic investigators,
depending on the nation’s laboratory protocol (Wang and
Wang 2018). The main goal is for an investigator to gather
as much useful evidence as possible. It is a complex and
difficult process to separate the relevant evidence from
the irrelevant evidence. Then, the examination of evi-
dence in forensic science laboratories. During this stage
of the lifecycle, evidence encounters the forensic exam-
iner. This is the point at which forensically significant
data is extracted from vast amounts of digital data.

The third step is to prepare and present the report.
This stage lists the approaches, techniques, and so on
that were adopted to conduct the evidence analysis as
well as the outcomes obtained after implementing them.
The report is subsequently presented in court and exam-
ined by the prosecutor. Between these points, storage
and transport always take place, and the chain of cus-
tody must always be maintained. After the case has been
concluded or opened by the court and a verdict is issued,
the evidence is maintained and archived by labs and the
court, depending on their regulations (Shah and Ganesan
2019).

The third step is to prepare and present the report.
This stage lists the approaches, techniques, and so on
that were adopted to conduct the evidence analysis, as
well as the outcomes obtained after implementing them.
The report is subsequently presented in court and exam-
ined by the prosecutor. Between these points, storage
and transport always take place, and the chain of cus-
tody must always be maintained. After the case has been
concluded or opened by the court and a verdict is issued,
the evidence is maintained and archived by labs and the
court, depending on their regulations (Shah and Ganesan
2019).

Chain of custody

The chain of custody is a fundamental and critical pro-
cess in the legal system, particularly in criminal and civil
law cases. It refers to the chronological documentation
and tracking of physical evidence from the moment it
is collected at a crime scene or discovered through an
investigation, through its handling, storage, and presen-
tation in court. Typically, the chain of custody involves
detailed records, including the names of individuals who
had custody of the evidence, the dates and times of trans-
fers, descriptions of the evidence, and any relevant infor-
mation about its storage conditions (D’Anna 2023). The
fact of the matter is that after evidence is gathered, the
transfer of the evidence among all entities must be docu-
mented for the evidence to be acknowledged. Addition-
ally, it must be demonstrated that the chain of custody is
reliable. Nobody can acquire evidence unless the chain of
custody is documented. And no one can alter the chain of
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custody record. If we can show that there are discrepan-
cies in the chain of custody, the court will throw out all
the evidence (Yan and Shen 2020).

In a court of law, physical and digital evidence are
used in tandem to establish whether something is true
or untrue. As a result, we might conclude that manag-
ing both physical and digital evidence is critical. Figure 1
depicts both physical and digital evidence that will aid in
forensic activities.

The present system of maintaining the chain of cus-
tody consists of the accompanying agency filling out
forms and putting them in a forensic lab or forwarding
them to the prosecutor as well as keeping a logbook with
all the documentation. The issue arises here because, in
many circumstances, the chain of custody is taken for
granted by a few policemen, scientific personnel, or any
other authorized entity through which evidence transits
throughout its life cycle. To strengthen the case in court,
the conditions outlined in the chain of custody must be
met.

o Trustworthy: The chain of custody should be suffi-
ciently reliable for the court that it cannot be called
into question. The agency involved in the process
should ensure that the proper SOPs and procedures
are followed throughout the process’s life cycle.

Fig. 1 Structure of blockchain
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o Auditable: At any point in time, the chain of custody
should be auditable. It should be kept as transparent
as possible. Every entity involved in the process must
be able to verify the entire process.

+ Traceable: The evidence must be tracked from its col-
lection to its examination.

o Tamper-proof. The evidence should be kept secure
and without any hindrance.

+ Integrity: The evidence’s integrity and confidentiality
should be preserved, which means it should not have
been altered or corrupted during the transfer.

Challenges to chain of custody

Blockchain technology has shown to have enormous
potential for reducing scalability- and transparency-
required traditional validation procedures. There are cer-
tain challenges to chain of custody which are as follows:

o Excessive paperwork: In the current scenario in
India, an exhibit transfer between different agencies
involves far too much paperwork, which includes
the name of the agency accompanying the evidence,
case number, transport permit, condition of evi-
dence, name of person with evidence, time, integrity
of stamp, and so on, consuming a significant amount

Current
block
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Fig. 2 Framework of blockchain-based CoC

of time. Acceptance of evidence for examination in a
forensic science lab (FSL) might take up to a day.
Tampering/contamination potential: The possibility
of tampering with evidence is always significant, and
numerous incidents have been documented in which
either the evidence was contaminated or interfered
with during the transfer of evidence from one agency
to another and the record was clear in the chain of
custody. The issue could be understood with the help
of Fig. 2 by considering the case in the figure, where
digital evidence was retrieved from the crime scene
and was meant to be sent to the FSL, but the data
on a storage device was tampered with by the first
responder and then submitted to the FSL for assess-
ment.

o Justifying the chain’s integrity in court: The require-

ment that a piece of evidence be proven to be gen-
uine, that is what its presenter claims it to be, is
referred to as authentication or identification of
true evidence. To achieve this, the chain of cus-
tody’s integrity must be proven in a high court of
law (Giannelli 1996). This is the most critical chal-
lenge to the current system for maintaining chain of
custody, as any minor flaw by the first responder or
other agencies is enough for the defense to hinder

T 1
| a

ANY
/AUTHORIZED COURT
OFFICIAL

the court, resulting in the case being dismissed and
the suspect walking free from court even if he or she
is guilty.

o Tracking interaction with exhibits: Tracking down
who had contact with the evidence when it was
transferred to labs from a police station, or a crime
scene is difficult to trust since the individual indi-
cated on record may become antagonistic and tam-
per with the evidence.

Blockchain in the maintenance of chain of custody

In this section, we will cover our approach based on pre-
vious studies done in this domain, Information about the
“BASE-64 Algorithm,” as well as the blockchain as a ser-
vice in the chain of custody and the advantages it offers.

o Blockchain as stakeholder: As previously stated,
blockchain is a distributed ledger system that is
highly encrypted, can be inspected at any point, and
can avoid unauthorized access while retaining data
integrity and confidentiality (Chopade and Khan
2019). Blockchains are classified into three types:
public, private, and consortium blockchains. A public
blockchain network is one in which anybody who is
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connected to the network may freely read and pub-
lish by using a private blockchain organizations may
control who gets access to blockchain data, Certain
data sets can only be viewed by those who have been
granted authority (Zhang et al. 2021). The consensus
process in a consortium blockchain network is care-
fully governed by a set number of nodes or stake-
holders.

+ Base64 encryption: Base64 is an encoding system for
binary data that transforms it into ASCII text format.
It organizes the data and expresses it exactly in 6 bits.
The use of Base64 restricted. It uses an algorithm to
translate binary data and can incorporate pictures,
audio, and video assets in text format (Chopade and
Khan 2019). The encoded textual data provides sim-
ple transmission over networks with no data loss.
The first 62 values are from A to Z, a-z, and 0 to 9.
The symbols+and / are also used. After processing
with the Base64 technique, the combination of these
64 characters is utilized to build a hash value of the
data as output.

+ Framework of the blockchain-based CoC: In the
framework, the first responder’s major responsibil-
ity after collecting evidence from the crime scene is
to protect the evidence, then capture volatile data
and record down every detail such as the type of evi-
dence, size, hash value, and so on. The digital foren-
sic expert must clone the data of digital evidence
because it is a fundamental principle of forensic sci-
ence to never operate on the original digital exhibit.
After the cloning process is completed, the case’s IO
will upload the cloned data to the blockchain, and the
physical exhibit will be packed, sealed, photographed,
and stored in the blockchain-based smart lock vault
in the police station until the evidence is produced in
court. The data can then be retrieved by authorized
staff of the concerned entity who have been assigned
to work on the evidence by inputting the case id and
their private key on the chain (Bradford and Ray
2007).

+ After the labs have evaluated the evidence, the
court can use its private key and case id to access
the details of the exhibit and swiftly inspect the lab
results as well as verify the integrity and authenticity
of the chain of custody.

Many other “blockchain based chain of custody” archi-
tectures have been proposed, including those by Lone
and Naaz (2017); Bonomi et al. 2018; Burri and Casey
2020) who used Jakobsson algorithm to maintain chain of
custody of digital evidence. In this section, we will use the
architecture of the (Chopade and Khan 2019) to achieve
our intended objectives. We create the architecture of the
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blockchain-based chain of custody, which is depicted in
the Fig. 3.

Element 1—Evidence generation

This is a vital point because it is the first stage of the CoC.
The sole person who can add evidence to the chain and
create it is a police officer. He or she must enter every
detail in the chain, such as the hash value generated from
“BASE-64, time of collection, officer identity and rank,
and many other details.

Element 2—Evidence transfer

The evidence is transferred to another authorized agency
in this element, such as the police officer transferring
the evidence to the scientific officer (S.0O) for examina-
tion. So, to transfer the evidence, the participant needs
to enter his/her details and the receiver’s details, and then
a hash will be generated. If in case any personnel tries
to tamper with the evidence, the hash value of the cur-
rent block and subsequent blocks will change, or anyone
attempting to change the case ID or the evidence will be
unable to do so for the same reason, thereby avoiding evi-
dence and CoC tampering.

Element 3—Evidence display

Everyone on the network will be able to see the evidence.
The first responder will generate the hash value of the evi-
dence by using the BASE-64 algorithm and then upload
it on the chain. Anyone on the chain whose details were
entered for ownership transfer will decode the hash value
to retrieve the actual evidence. The court can also be cer-
tain that the evidence was not tampered with at any point
in its life cycle, allowing them to cross-check the authen-
ticity by auditing the chain.

Disadvantages of blockchain

The blockchain network’s high level of security is main-
tained by private keys. It is useful when validating a
blockchain address. Furthermore, when you open a
crypto wallet, you are given a private key. It is a password
that permits you to take money out of your wallet. Block-
chain technology is well-known for its superior security.
There is, however, a gap in its armor that you should be
aware of. The validation procedure in a blockchain is
carried out by miners with a large amount of processing
power. Implementing blockchain in a business is expen-
sive. Most businesses are hesitant to engage in this tech-
nology because of the high cost of capital.

Utilization of blockchain in the court of law
A list of the evidence hashes from each case, along with
the physical evidence put up for use in each case, will be
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made available to the prosecution, defense, and judicial
authorities when blockchain is employed in a court envi-
ronment. The blockchain will add integrity by strength-
ening the legitimacy of the evidence, which will further
reinforce the argument. This will make it simpler for all
parties to ascertain the truth and legitimacy of the case.
As aresult, it might speed up the judge’s decision-making
process and lessen the possibility of damaging or irrele-
vant evidence being accepted into the courtroom. Early
dismissal of frivolous cases will result in a greater amount
of evidence being proven relevant and valid, which will

SMART
CONTRACT

make less compelling evidence visible. Even better, it
might be possible for the prosecution and the defense
to agree in advance on the admissibility of the evidence,
eliminating the need for some trials and the associated
expenditures and backlogs. Because there is less room
for human error with blockchain, this will guarantee
that the justice system will be quicker, more reliable, and
more secure. In a courtroom, a person accused of a crime
would be able to check the integrity of the evidence and
make sure nothing had changed by comparing a recent
hash to the evidence gathered at the scene.
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The application of blockchain technology in the chain
of custody procedure has a number of potential bene-
fits. It holds considerable promise for enhancing digi-
tal evidence handling and preservation, particularly in
forensic investigations.

Conclusions

In this review paper, the chain of custody exists to ensure
full transparency of the process of how evidence is col-
lected, handled, and stored. Moreover, any kind of poten-
tial threat to digital evidence can be avoided with the
help of blockchain. It is the perfect solution for main-
taining and tracing chains of custody because it enforces
integrity, transparency, authenticity, security, and audita-
bility by design. By using blockchain technology with the
chain of custody process, officials could greatly improve
the process of ensuring all five of these criteria are met.
Blockchain has become a trusted technology that is
traceable through its blocks of data, which is vital when
examining the historical chain of custody. Hence, there
would be potential usage of blockchain technology in
maintaining the integrity of evidence in the forensic field.

Future work

The future work will focus on the preservation of other
evidence via a blockchain-based chain of custody as well
as on training methods that can be used to upgrade the
skills and knowledge of police officers and other law
enforcement officials.

Abbreviations

CoC  Chain of custody

DEF.  Digital evidence framework
FSL.  Forensic science laboratory
SO. Scientific officer

SOP  Standard operating procedures
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